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AUTHENTICATION-BASED IMAGE ENCRYPTION SCHEME
USING RSA DIGITAL SIGNATURE AND MULTI-DIMENSIONAL
CHAOTIC MAPS

SANDEEP KUMAR, KHUSHI, AND DEEP SINGH*

ABSTRACT. This paper proposes an authenticated digital image security algo-
rithm by combining the digital signature and multilayer encryption. The RSA
digital signature with SHA-256 hash function is utilized to verify the sender’s au-
thenticity. The digital signature is generated independently from the original im-
age using the signer’s private keys. Further, the encryption is done in multilayers
by employing a Gingerbreadman map, a two-dimensional piecewise smooth non-
linear chaotic map (2D-PSNCM), and Baker’s map. First, the confusion among
the pixel values of the original image is created using the Gingerbreadman map.
The partially encrypted image undergoes diffusion using the chaotic sequence gen-
erated from 2D-PSNCM. Further, Baker’s map is applied for a suitable number of
times to enhance the encryption quality and decrease the correlation among pixel
values. The obtained digital signature is appended with the finally encrypted
image. The main contribution of this work lies in integrating the RSA digital sig-
nature with a multilayer chaotic encryption framework, employing diverse chaotic
maps for confusion and diffusion. Most existing schemes focus either on confiden-
tiality or authentication, but the proposed scheme ensures both confidentiality
and authentication verification simultaneously. Further, proposed technique’s ro-
bustness, efficiency, and security are examined with the help of some statistical
analysis like entropy, energy, correlation, classical attacks, structure similarity
index, key sensitivity, and histogram analysis.
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1. INTRODUCTION

Network security has become a significant concern as computers and technology
are used increasingly. Since, we use computers for nearly everything in our daily
lives, there are many security challenges regarding the data that we exchange via
open networks. For this reason, it is essential to improve the security and au-
thenticity in ownership of digital data. Cryptography is one of the essential for
protecting digital conversations, transactions, and information in the present world
where information is increasingly transmitted through these open networks. We
have been using cryptography for a long time to keep data safe and secure, and sev-
eral cryptosystems providing data security, authenticity, and safety are presented in
[33, 24, 10, 30, 23, 42, 30, 45].

In order to prevent digital data from third party during the data delivered across the
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channel, the data is transferred in the form of cipher text using the cryptographic al-
gorithms [25]. Symmetric and asymmetric key cryptography are the two main types
of cryptography [41] [35]. Asymmetric cryptography is generally preferred because
it uses two distinct types of keys—a public key which is known to everyone and a
private key which is generated by receiver and known to receiver only that increases
the security in the cryptosystem. In addition to keys, the confusion and diffusion
in the digital data is used most popularly. The confusion is used to generate ran-
domized encrypted text. Further, diffusion is used to increase the complexity of the
original message in the significant part of the encrypted text to make it unclear for
the cryptanalysis [9] [31]. The AES [24] [42], triple DES [10], RSA cryptosystem [30],
ElGamal encryption technique [23](a version of DSA [28]), DES (Data Encryption
Standard) [42] [30] are the well known methods used for encryption of digital data.
Triple data encryption standard, known as triple DES, is a symmetric cryptographic
system based on block ciphers [45].

:ryptograph]
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F1GURE 1. Types of Cryptography

A digital signature is a cryptographic method that ensures the non-repudiation,
integrity, and authenticity of digital communications or papers [33]. It provides sig-
nificantly greater security and usefulness than a handwritten signature or a stamped
seal.

Digital signatures offer several benefits like authentication and integrity:

(1) Authentication: Only the sender’s private key can produce a valid signa-
ture for a message, thus proving the sender’s identity.

(2) Integrity: Any tampering with the message or document, even a minor
alteration, will lead to the failure to verify the computed hash value and the
decrypted hash value of the signature, indicating that the content has been
altered.

A digital signature includes three stages [30]. The first stage is key creation, which
is accomplished using an algorithm [17]. A hash function is applied over the original
digital message and the obtained output is then employed to create the signature
using the generated key [33]. A hash function assigns the given input digital data
of arbitrary size to a fixed value and the values is known as message digests or hash
values. Final stage is of verification of sender’s authenticity, for this, the recipient
will next use the public key produced by the signer/ sender to decrypt the digital
signature. Further, the decrypted digital signature is compared with the obtained
hash value by applying the same hash function to the data that have received to
receiver [7]. Finally, the receiver will be able to verify the signer’s authenticity if
obtained hash value correlates with the output produced after decrypting the digital
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signature.

RSA cryptosystem is one of the most widely used asymmetric cryptosystems, named
after its three inventors: Ron Rivest, Adi Shamir, and Leonard Adleman [26]. It
works on the principle of modular arithmetic and the mathematical characteristics
of large prime numbers.

The RSA algorithm is as follows [26], [34]:

(1) Firstly, The sender will use the SHA (Secure Hash Algorithm) function
(which is also known as the message digest algorithm) to generate the mes-
sage digest or hash values.

(2) Now, the sender will use own private key to encrypt the message digest,
known as a digital signature.

(3) Then, the sender will send the encrypted message along with the produced
digital signature.

(4) The receiver will use the public key and same SHA function to verify the
algorithm used in the digital signature, that authenticate the message own-
ership.

The maps that produces pseudo-random values in addition to the starting param-
eters are called chaotic maps [19]. Corresponding to given initial seed values, the
generated values show pattern which is highly arbitrary and random. Numerous lin-
ear and nonlinear chaotic maps are now in use for encryption, like logistic map, sine
map, tent map, Gingerbreadman map, two-dimensional piecewise smooth nonlinear
chaotic map(2D-PSNCM), Arnold’s cat map, Baker’s map, and Henon map, etc
[15, 15, 15, 18]. Nonlinear chaotic maps, which involve nonlinear equations whereas,
linear chaotic maps are based on linear equations. Despite their simplicity, linear
chaotic maps can exhibit complex and unpredictable behavior only under certain
conditions. Unlike linear systems, whose output varies according to the input only,
nonlinear systems show complex and unpredictable behavior, even when subjected
to small changes in initial conditions [19]. A chaotic map holds a non-periodicity
property and is sensitive to the initial parameters. The following are some benefits
of the encryption technique using chaotic maps.

(1) Can be used to encrypt images of any size and is suitable for both color and
grayscale images;

(2) Since high sensitivity towards initial condition and secret key parameters,
the encryption technique will be able to resists all types of classical attacks.

(3) Security may be enhanced by using two or more distinct maps at a time for
encryption and decryption [3].

In paper [26], an asymmetric encryption technique is introduced for colored im-
ages, which involves the encryption of three layers using the RSA cryptosystem and
a chaotic map. In paper [13], a new cryptographic technique is proposed using a
two-dimensional piecewise smooth nonlinear chaotic map (2D-PSNCM). It is based
on the confusion and diffusion method. In paper [19], a nonlinear system is used to
encrypt the plaintext by using the Gingerbreadman chaotic map and Sg permuta-
tions. In paper [8], the five-step encryption technique is used based on the confusion
and diffusion method and a 3D modular chaotic map to enhance the security level.
In paper [40], many encryption techniques have been summarized, like RSA, AES,
and DES. For the comparsion, the quality tests of the techniques have been done
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by some statistical analysis, including peak signal-to-noise ratio (PSNR), structure
similarity index method (SSIM), and mean square error (MSE).

In paper [38], chaotic colored image encryption is proposed. At first, the colored
image is divided into RGB layers. Then, segregate the RGB layer, encryption using
confusion and diffusion are used along with chaotic logistic map. In paper [4], the
digital image is encrypted using a digital signature where the hash function is ap-
plied with the application of the logistic map for the encryption [29], and the RSA
cryptosystem is used in the digital signature. In paper [37], a practical approach for
detecting manipulation and supporting image compression is presented.

By getting motivation from above literature and to combine the authentication
approaches with the encryption, in this article, we have presented a multilayer au-
thentication based encryption scheme by combing two dimensional piecewise smooth
nonlinear chaotic map (2D-PSNCM), Baker’s map and RSA cryptosytem along with
SHA — 256 hash function. We have integrating the RSA digital signature with a
multilayer chaotic encryption framework, employing diverse chaotic maps for con-
fusion and diffusion. Hence, the proposed scheme ensures both confidentiality and
authentication verification simultaneously.

The rest of the sections of this manuscript includes following sections: the third
section, which reviews the insights and framework of the work. The fourth section
introduces the proposed techniques used for encryption and decryption. Experi-
mental tests of the presented work are shown in Section 5. The conclusions and
references are provided in the last section.

2. INSIGHTS AND FRAMEWORK:

2.1. Gingerbreadman Map: The “Gingerbreadman map” is a chaotic map used
in chaos theory and dynamical systems [19]. It is named after Ian Stewart, who
created this map and is a fundamental example of a chaotic system. In this map,
a binary grid is used, and each point on this grid represents a state in the system.
The map, controlled by equations, shows how each area evolves. It is known for
its chaotic nature, where minimal changes in the initial parameters may result in
drastically different outputs.

The Gingerbreadman map provides a valuable tool for exploring the theory of
chaos, nonlinear dynamics, and the intricate behaviors of complex systems. Plotting
this map’s chaotic solution set reveals a gingerbread man-like shape. Mathemati-
cally, it is given by the following piecewise linear transformation [16]:

sit1=1—1; +[si,

tiv1 = si,
where so and ty are initial parameters and ¢« € NU{0}. The Gingerbreadman map is
selected for pixel-level confusion in the proposed scheme due to its distinct chaotic
trajectory and high sensitivity to initial conditions. Its strong randomness efficiently
disrupts the spatial correlation of pixel values in a given image.

2.2. Two-dimensional Piecewise Smooth Nonlinear Chaotic Map (2D-
PSNCM):. The two-dimensional piecewise smooth nonlinear chaotic map (2D-
PSNCM) serves as a mathematical framework employed to replicate chaotic dy-
namics within two-dimensional systems [13]. “Piecewise” means that the equa-
tions governing the dynamics change abruptly at certain boundaries or thresholds.
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“Smooth” indicates that these equations are continuous and differentiable, ensuring
that the system’s evolution is well-behaved. In linear chaotic maps, relying on lin-
ear equations are used, whereas, in the 2D-PSNCMs, nonlinear equations are used
and exhibit piecewise smooth characteristics delineated by several smooth segments.
The general form of the 2D-PSNCM can be represented as follows:

(1) 9141 = g1¢ +k1gie[l — 2(1 + C1)g1e — 092,

) 921 4 Oky — 2ko(Co + 0)gad], if g14 > f(g24)
g2,t+1 = . )
91t if g1 < fg2,0)

where
1+ kg — 2k2(Co + 0)ga4]
1+ 0kogos

In above equations, ¢; and co are the shift cost parameters satisfying the condition
c1 > co. The parameter 6 stands with the condition ¢ < 6 and 0 < 6 < 1. Its chaotic
behavior depends upon the values of the parameters: ¢y, co, 6, k1, ko and on the
initial values g1,0, g2,0. The 2D-PSNCMs can handle complex nonlinear behaviour
while being flexible, vigorous, insightful, and efficient in calculations. Further, the
bifurcation diagram for the 2D-PSNCM concerning the parameter k; is presented in
Figure 2. To obtain this diagram, we have taken a fix value of 2 for the parameter ks
and the parameter k; is varies in from 0 to 3. Similarly, the graphical interpretation
for the Lyapunov exponent for the parameter k; is provided in Figure 3.

The 2D-PSNCM is selected in the proposed scheme due to its ability to generate
a highly complex and diverse chaotic sequence. This property enhances the diffu-
sion process and provides a capability for the encryption process to be resistant to
statistical and differential attacks.

f(g2,t) _ gz,t[

2.3. Baker’s Map. The Baker’s map is a 2D chaotic map that works on a square
grid. Stretching and folding processes are used to confuse the placements of the
grid points [18]. It is a one-one map, that maps the unit square onto itself [20].
Mathematically, it is represented as follows:

(apn, &) for 0 <p, <a
(a+ bpy, &%), fora<p, <1

(Pn+17 Qn+1) = {

where (pp+1,gnt1) are the coordinates of the grid points after applying the Baker’s
map on the grid points (pn,¢n), and a & b are the secret key parameters. The
process of Baker’s map for confusion is as follows:

Firstly, consider an image of size n x n, which is further divided into c vertical
rectangles of width n; such that each n; divides n, i.e., (n;/n) and > n; = n, where
the height of each rectangle is n [27]. Further, divide these vertical rectangles into
small rectangles containing n elements. Lastly, place these small rectangles (having
n elements) into rows from bottom to top. This placement of rectangles produces
a confused image. Baker’s map is incorporated into the proposed scheme due to its
exceptional capability for shuffling pixel positions and ensures robustness against
structural similarity and histogram-based attacks. By applying it iteratively, the
map substantially reduces pixel correlation, further increasing the encryption quality.
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FIGURE 2. Bifurcation diagram for the parameter k; in the 2D-
PSNCM by condering the fix values: initial conditions g0y =
0.0000000000023 & 9¢1,00 = 0.0000000000067 and parameters § =
0.35 and ¢ = 0.3, & ¢; = 0.55.

2.4. RSA Cryptosystem. The RSA cryptosystem, devised by Rivest, Shamir, and
Adleman, is a popular public-key encryption system facilitating secure communica-
tion and digital signatures across untrusted networks [26] [35]. It is mostly used
for digital signatures to verify authenticity and provides a method to verify data
integrity. The RSA cryptosystem operates as follows [7]:

(1) Key Generation:
Consider two large prime numbers, ¢ and s. Compute the product k = ¢ X s.
Now, calculate the Euler’s function

pk)=(t—1)x(s—1).

Select a public exponent E that is co-prime to ¢(k). Calculate corresponding
private exponent D such that

D x E =1 (mod ¢(k)).
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FIGURE 3. Lyapunov exponent for the parameter k; in the 2D-
PSNCM by condering the fix values: initial conditions g(3 o) = 0.0008
& g(1,0) = 0.0002 and parameters 6 = 0.35 and c2 = 0.3, & ¢; = 0.55.

(2) Encryption:
Let the original message be M. Encrypt M using the public key (E, k) with

C = M¥ (mod k),

and send the resulting ciphertext C'.
(3) Decryption:
Decrypt C' using the private key D as follows:

M = CP (mod k),

the obtained value of M is the required plaintext.

The choice of the RSA cryptosystem with the SHA-256 hash function for authen-
tication is motivated by the robustness and compatibility of the RSA cryptosystem
established across diverse systems and, combined with the SHA-256 hash function,
produces a strong collision resistance and computational efficiency. While alternative
cryptosystems offer shorter key lengths, the RSA cryptosystem provides comparable
security with broader support and more straightforward implementation in various
platforms. Further, the SHA-256 hash function is a widely adopted cryptographic
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hash function that includes collision resistance and is a good choice for digital signa-
ture schemes. Its integration with the RSA cryptosystem ensures the authenticity
and integrity of transmitted data without introducing additional vulnerabilities.

3. PROPOSED TECHNIQUES AND FRAMEWORK

In this paper, we propose an authentication-based color image encryption scheme
that verifies the authenticity of users while maintaining confidentiality. The RSA
digital signature, by applying the SHA-256 hash function, is used to verify authen-
ticity.

3.1. Proposed Technique for Encryption. The Gingerbreadman map creates
confusion by shuffling the pixel positions of the original image, significantly reduc-
ing its spatial coherence. The 2D-PSNCM generates chaotic sequences to achieve
diffusion by utilizing the bitXOR operation, ensuring high sensitivity to initial con-
ditions and enhancing security. Finally, Baker’s map further refines the encryption
quality by iteratively reducing pixel correlation and improving statistical properties.
In this proposed work, the level of confusion and diffusion is well maintained during
encryption. A comprehensive explanation of the proposed technique is summarized
in Figure 4, and step by step explanation is provided below.

(i) Taking an original image H.

Chaotic sequences generation:
(i1) Apply SHA — 256 hash function to the original image (H)

Hash, = SHA — 256(H).
(iii) Generate two decimal numbers with the help of the hash value (Hashy,)
Hashy = Hashy(1 : 10),
Hashy = Hashy (11 : 20),
decy = hex2dec(Hashy),
decy = hex2dec(Hashs).

(iv) Divide the above decimal numbers by 10'? to obtain initial conditions of 2D-
PSNCM in the range (0,1)

_ decy
TS
decy

fo = Jo15°

(v) Generate chaotic sequences < ay, > and < 8, > by using 2D-PSNCM defined
in Section 2.2 by considering the above generated initial values ag, Bp and
secret parameters ¢;=0.55, ¢3=0.25, 6 = 0.35, k1=2.95, k2=2, a(1) = v, and
B(1) = ap.

(vi) Generate sequence corresponding to < «, > and < (, > having numbers
between 0 and 255

< al, >= mod(floor(abs(< o, > 10M),256),

< Bl >= mod(floor(abs(< B, > 10™),256).
(vii) Obtain a single sequence < -, > with the help of bitXOR
< vn >= bitXOR(cl,, B))-
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(viii) Taking initial values for Gingerbreadman (viz., a; and b;), and apply Ginger-
breadman map defined in Section 2.1 to generate chaotic sequence < a, >.
(ix) Sort the sequence generated in the above step and store the index for confusion

I=index(sort(< an >)).

Segregation of color components:

(x) Segregate H into three color components, R, G, and B, and take the first layer
R.

Individual layer encryption:
(xi) Apply confusion using the index sequence < I >, which is generated from the
Gingerbreadman map (please refer to Step (iii))

Rl =R,

R1(i) = R(I).

(xii) Diffuse the pixel values of the above partially encrypted image using sequence
< Yn >

R2 = bitXOR(R1, 7).

(xiii) Apply Baker’s map (defined in Section 2.3) to the obtained image R2 in pre-
vious step.

(xiv) Repeat Step (ix) to Step (xi) again for the second and third layers.
Concatenation of ciphered components:

(xv) Concatenate all three encrypted layers to get the final ciphered image (E)
corresponding to the original image (H).

503
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Algorithm 1: Image Encryption Process

1 Input: Original Image H, Chaotic Map Parameters {ci, 2,0, k1, ko },
Gingerbreadman Initial Values a1, by
2 Output: Encrypted Image (E)
3 Generate message digest of H: Hashy, < SHA-256(H);
4 Extract decimal values from hash:
Hashy < Hashy(1:10), Hashs < Hashy(11 : 20)

decy < hex2dec(Hashy), decy < hex2dec(Hashs)

Generate initial conditions for 2D-PSNCM:

decy decy
TEMCARETIE

Generate chaotic sequences < «,, > and < 3, > using 2D-PSNCM with
initial values ag, By, and secret parameters c1, co, 0, k1, ko;
5 Generate sequences < of, > and < ], >:

< o, >« mod (floor (Ja,| 10) ,256)

< B, >+ mod (ﬂoor (|Bn\ 1014) ,256)

Generate the sequence < 7, >= bitXOR(< o, >, < £/, >);

6 Generate Gingerbreadman chaotic sequence < a,, > using initial values a;
and bq;

7 Sort the sequence < a, > and store the index for confusion:

Qg <

T + index(sort(< a, >))
8 Segregate H into three color components: Red (R), Green (G), and Blue (B).
9 Apply confusion on the color component using index I:
R1(i) + R(I)
10 Apply diffusion using sequence <y, >:
R2(i) + bitXOR(R1(7), < vn >)
11 Apply Baker’s map on the partially encrypted component R2.
12 Repeat the above steps for the Green (G) and Blue (B) components.
13 Concatenate the encrypted color components to form the final encrypted
image E:
E «+ Concatenate(R2, G2, B2)

3.2. Proposed Technique for Digital Signature.
(i) Generate a message digest by using the hash function, namely, SHA-256, on

the original image
Opg =SHA—256(H).

(ii) Consider its ASCII (American Standard Code for Information Interchange)
values and name it Ay

A, = ASCII(Oy).
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FIGURE 4. Flow chart of encryption/digital signature

(iii) The public key (E k) and the private key (D k) are generated by the signer with
the help of the algorithm discussed in Section 2.4. The private key is utilized
to generate the digital signatures and is kept secret, whereas the public key is
available to everyone for verification purposes.

(iv) Now, apply the RSA encryption algorithm on Ay to generate a digital signature
Es

Es = ASD mod k.

3.3. Proposed Technique for Decryption. To obtain the original image (H)
back from the encrypted one, repeat all the steps in the reverse order. The flowchart
for combined verification and decryption is shown in Figure 5, and the step-by-step
explanation is given below.

(i) Segregate the corresponding three layers from the encrypted image E.
(ii) Taking the first layer R of the image E without the digital signature.
(iii) For the reverse process, firstly applying the inverse Baker’s map on the en-
crypted image, then inverse diffusion, and lastly, inverse confusion.
(iv) Concatenate all the three layers of the decrypted image and name it as D.
(v) Now, decrypting the digital signature by applying the RSA cryptosystem with
public key (E k) of signer

E
s = mod n.

(vi) Applying the hash function on D and taking its ASCII values, say Ag.
(vii) Then verify whether
Ad =D,
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e If Yes, then the digital signature is verified, and the data is authenticated.
e If No, then verification fails and data is altered or modified by the third
party.
(viii) Repeat Step (i7) to Step (viiz) for the second and the 3rd layer, respectively.

Algorithm 2: Decryption Process

Input: Encrypted Image ¢y,

Output: Decrypted Image Ige.

Segregate the three layers from the encrypted image E
Take the first layer R of E (without the digital signature)
Apply the inverse Baker’s map

Apply inverse diffusion

Apply inverse confusion

D=Concatenate the decrypted layers

o N o oA W N

Baker’s : diffusion | Inverse confusion
map using <y, > using <I>

SR I

‘ MD1 Decrypted image
Digital signature ‘ > RSAdecryption — — — — — |
Is MD2
YES mpi=mp2 | SHA26

NG Verification failed

verified

FIGURE 5. Flow chart of decryption/verification

4. ASSESSMENT OF OUTCOME THROUGH SIMULATION

The proposed work has tested various experiments on six colored images of size
256 x 256. The experimented images are taken from the USP-SIPI image database,
and presented in Figure 6, where the first row represents the original images, and the
second row represents their corresponding encrypted images.Further, corresponding
decrypted images are presented in the third row. All the experiments are tested in
MATLAB R2024a. The tests computed are structure similarity index, histogram
analysis, chi-square test, key sensitivity, correlation coefficient, mean square error,
peak signal-to-noise ratio, differential attack, entropy, noise attack, and cropping
attack.
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FIGURE 6. Original, encrypted and decrypted images

4.1. Structure Similarity Index (SSI). A statistical tool for calculating how
similar two datasets or images are is the structural similarity index (SSI) [26]. The
combination of the brightness, contrast, and structure comparison functions gives
this index. Mathematically, it is calculated as:

(2uppg + C1)(opg + C2)

2 SSI(P, =
@ PO =2 sz roNeh o5+ )

where P denotes the encrypted image, and Q denotes the original image. The
variables p1p and pg calculate the average values of P and Q respectively. The pa-
rameters op and og represent the variance of P and Q. Similarly, the parameter
opg measures the covariance between the images P and Q. The result of SSI lies
between -1 and 1. If two images are identical, then SSI is 1 otherwise it is close to
0. Table 1 shows the structure similarity index of six test images (component-wise).
The SSI has been carried out between the original images and their corresponding
cipherd images. It shows that the similarity for all the test is nearly equal to zero,
making the presented algorithm a secure encryption method.



508 Sandeep Kumar, Khushi and Deep Singh

Test Images | Color components | SSIM
-0.0004
-0.0027
0.0003
0.0003
-0.0036
0.0009
-0.0004
0.0011
-0.0005
-0.0033
0.0034
0.00007
-0.0021
0.0051
0.0012
0.0013
0.0023
0.0036

Flamingo

Tree

Scene

Satellite

Wash

View

WOQTITQITQIEQIIQINTOD

TABLE 1. Structure similarity index values

4.2. Histogram Analysis. A histogram is a graphical description of the frequency
distribution of pixel intensities in an image [11]. For a grayscale image, the x-axis of
the histogram represents pixel intensity values varying from 0 (black) to 255 (white).
In contrast, the y-axis represents the frequency of occurrence of each intensity value
[25]. Histograms provide insights into an image’s overall brightness, contrast, and
dispersal of pixel values.

Before performing histogram analysis for encryption, preprocessing steps may be
applied to the image. Preprocessing involves converting the image to grayscale,
resizing, or applying filters to enhance the quality of the encryption process. By
analyzing the histograms of encrypted images and comparing them to histograms
of the original images or plaintext, attackers may exploit weaknesses or patterns in
the encryption algorithm. Hence, for reducing this type of attacks, the histogram
of encrypted images must be uniform and having no peaks in the graph. Figure 7
represents the histogram analysis of six original images and the histogram of their
corresponding encrypted images. In this figure, the first row shows the six original
images and the second row shows their corresponding histograms, representing that
the graph is not uniform. In contrast, the third row represents the encrypted images
corresponding to above original images. Then, the fourth row is their correspond-
ing histograms, which shows that the graph is uniform and, hence, the encryption
is secure. The histogram of an encrypted image is uniformly distributed, meaning
that all gray levels in the image have nearly the same frequency. This uniformity
implies that all pixel values have an equal probability of occurrence. Consequently,
the encrypted image exhibits strong randomness, as the absence of discernible pat-
terns ensures resistance to statistical attacks. The histogram of the original image
and the decrypted one is identical, implying that there is no data loss between the
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encryption processes.
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FIGURE 7. Rowl shows the original images, Row2 shows their corre-
sponding histograms, Row3 shows the encrypted images, Row4 shows
their corresponding histograms

4.3. Chi-square Test. Histogram analysis visually displays the dispersal of pixel
intensities, while the chi-square test offers a quantitative assessment of the uniform
distribution of the pixel in the encrypted image [44]. It is defined as

(3) = i B
E; '

In this equation:
- x2 represents the chi-square value.
- I; denotes the observed frequency for each intensity value i.
- FE; denotes the expected frequency for each intensity value ¢ and F; = ’ggﬁn
The analytical values for 256 degrees of freedom at 0.005 and 0.01 level of significance
are X(2).01,255 = 310.4574 and X%,005,255 = 293.2478. The x?-values for an efficient
encryption scheme must be lower than the analytical values [26]. Table 2 shows the
x? values of the histogram analysis given in Figure 7. This table shows that all the

Chi-square values are below 310.4574 and 316.9194. Hence, the test is verified, and
the encryption is secure.
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Test Images R G B Average
Flamingo | 300.8125 | 280.2969 | 285.6172 | 288.9088
Tree 265.3359 | 245.9922 | 255.3125 | 255.5468
scenery 214.3828 | 254.9922 | 266.9688 | 245.4479
Satellite | 242.4062 | 256.5469 | 258.7188 | 252.5573
Wash 256.7422 | 267.4531 | 263.4219 | 262.53
View 303.2344 | 248.2031 | 267.0156 | 272.8177

TABLE 2. Chi square test analysis: theoretical values are X%.01,255 =
310.4574 and x§ go5.255 = 293.2478.

4.4. Key Sensitivity. To ensure effectiveness and robustness in encryption, it is
crucial for the algorithm to be hypersensitive to the changes in the key. Even a
small alteration in the key value or a random adjustment of key parameters should
result in an incorrect image decryption [44]. It improves digital image encryption
security by complicating decryption efforts. It prevent from brute-force attacks [22],
where attackers methodically test various keys to decrypt the image, impractical.
This is because of the multitude of potential keys and the unpredictability of how
they influence the encrypted image [8]. For the proposed algorithm, results of the
key sensitivity analysis are presented in Figure 8 and summarized below.

(a) (b) 12.0207 dB (c) 9.3237 dB (d) 9.3615 dB

F1GURE 8. Key Sensitivity analysis

Figure (8a) represents the decryption by considering correct secret keys and pa-
rameters.
Senstivity Analysis-I is carried out by changing initial value ‘a’ in the Ginger-
breadman map during inverse confusion and keeping other values same. The ob-
tained result is the image (b) of Figure 8, which shows that the original image one
is not decrypted by changing the parameter ‘a’ only.

Senstivity Analysis-II is performed by changing a parameter in the two-dimensional
piecewise smooth nonlinear chaotic map during inverse diffusion. The obtained re-
sult is the image (c) of Figure 8, which again shows that the original image 1 is not
the same.

Senstivity Analysis-III is performed by changing a parameter in the 2D baker’s
chaotic map during inverse confusion. The obtained result is the image (d) of Figure
8.
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Further, for the quantitative analysis of the quality of the images obtained after
slight key changes, we calculated the PSNR between the original and the extracted
images. The obtained PSNR values are provided in the captions of the corresponding
images in the second row of Figure 8. From this, it is evident that all the calculated
PSNR values are close to 10 dB, demonstrating that the extracted images, in the
case of slight key changes, are completely different from the original images.

4.5. Correlation Coeflicient. For every image, a definite degree of correlation
exists between the neighboring pixels [25]. Therefore, a productive encryption tech-
nique should minimize the correlation as much as possible. In each image to calculate
the correlation, adjacent pixels can be selected in three directions: horizontally (H),
vertically (V), and diagonally (D) [1]. It is calculated as:

mn - E[(x — Ey)(y — Ey)]
(i (@i — Er)?) x (Z?:l(yj - Ey)2) )

sz =

where
E, = 2it Ti
m

Table 3 shows proposed scheme’s correlation analysis in which all the values are
nearly equal to zero of encrypted images. Hence, there are highly uncorrelated pixel
values in encryption images. This proves the argument of robustness. Further,
the correlation of original and encrypted images are totally distinct, it implies that
the original and encrypted images are highly uncorrelated, ensuring good quality of
encryption and, hence, persistent to resist the attack.

Images Original Encrypted
D | 0.9174 0.8610 0.8583 | 0.0035 0.0072 0.0048
Flamingo | V | 0.9607 0.9208 0.9143 | -0.0039 -0.0108 -0.0052
H|0.9447 0.9094 0.9143 | 0.0060 0.0071 0.0054
D | 0.9159 0.9318 0.9265 | -0.0008 0.0031 -0.0003
Tree V|0.9361 0.9457 0.9406 | 0.0052 0.0051 0.0036
H | 0.9590 0.9687 0.9612 | -0.0005 0.0033 0.0053
D | 0.9274 0.9225 0.9369 | -0.0011 -0.0012 -0.0036
Scenery | V| 0.9539 0.9527 0.9645 | -0.0007 -0.0018 -0.0012
H | 0.9563 0.9558 0.9603 | 0.0009 -0.0046 -0.0011
D | 0.9246 0.9224 0.9149 | -0.0019 0.0024 0.0005
Satellite | V | 0.9484 0.9469 0.9412 | -0.0024 -0.0020 -0.0040
H | 0.9517 0.9499 0.9443 | 0.0008 0.0023 -0.0023
D | 0.7436 -0.0512 0.6570 | -0.0066 -0.0025 0.0004
Wash | V|0.8293 0.1360 0.7741 | 0.0011 0.0057 0.0058
H|0.8229 0.1141 0.7772| 0.0045 -0.0055 0.0011
D | 0.5628 -0.0135 0.5258 | 0.0066 0.0034 -0.0057
View V|0.7244 0.1062 0.6971 | 0.0080 0.0070 0.0023
H | 0.6827 -0.0089 0.6484 | 0.0028 0.0083 0.0036

TaBLE 3. Correlation analysis for plain and encrypted images
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4.6. Mean Square Error (MSE). The collective error between two images is
calculated using the mean squared error (MSE) [26]. The MSE between the input
and cipher images should be more extensive, whereas it should be about zero between
the decrypted and original images. A lower MSE value suggests higher similarity
between the images, while a higher MSE value suggests greater dissimilarity. The
MSE between two images of the same size p x q is calculated as:

1 p—1qg—1

MSE =—>">"[(01(a,b) — Os(a,b))]?,

P10 1=
where p and ¢ represent the width and height of the images respectively. In the
above equation, O1(a,b) and Oz(a,b) denote the corresponding pixel values of the
images at the position (a,b). The MSE is calculated between the original and the
encrypted images and the original and the decrypted images. In Figure 4, the mean
square error between the original and the encrypted images is high, which means
that both the images are completely different and hence, it will be difficult to decrypt
the image and data in it, whereas the mean square error between the original and
the decrypted image is zero which shows that the image is decrypted successfully
without any data loss.

Images | Layer | MSE (Original,Encrypted) | MSE (Original,Decrypted)
Flamingo 9.2086x 103 0
7.4811x103
8.9425x103
8.7982x 103
1.1287x10%
9.6864x103
7.2066x 103
1.1275%10%
1.1381x10%
9.7277x10°
9.7642x103
7.3864%10°
8.2786x 103
6.9062x103
9.8328x103
6.6034x103
6.1891x103
9.1333x103

Tree

Scenery

Satellite

Wash

View

TOQOHmQOITOQINTQIETRHIT D
coolcooolcoocoocooocooo

TABLE 4. The MSE Analysis

4.7. Peak Signal to Noise Ratio (PSNR). A statistic called peak signal-to-
noise ratio (PSNR) compares the quality of an original, uncompressed signal to the
corresponding reconstructed or compressed signal [26]. It measures the proportion
of a signal’s maximum possible power to the level of noise that interferes with the
signal, reducing its precision.

Peak signal-to-noise ratio (PSNR) is a metric used to quantify the quality of a
reconstructed or compressed signal, such as a digital image or audio file, relative to
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the original, uncompressed signal. It measures the proportion of a signal’s maximum
potential power to the power of the noise that disrupts its accuracy. In simpler terms,
the PSNR provides a numerical measure of how much the quality of the signal has
degraded after compression or reconstruction. The PSNR is evaluated by [21]:

PSNR =10-1 i

= 1U-logyg <MSE) )

where P, denotes the highest pixel value in the image and the MSE is the mean
squared error (please refer to Section 4.6). A greater PSNR value denotes less noise
in the reconstructed image, almost identical to the original image. Decibels (dB) are
commonly used to represent PSNR, with higher dB values denoting higher quality
in the reconstruction. Further, the PSNR between the original and corresponding
ciphered image must be smaller than 10 dB. Further, the PSNR between the original
and corresponding ciphered image must be smaller than 10 dB. Table 5 demonstrates
the PSNR results for the pair of plain and encrypted images and the pair of plain
and deciphered images. Infinite PSNR for all reconstructed images shows that the
decryption is done without any data loss. All the PSNR for original and encrypted
images is less than 10 dB.

The calculated MSE values between the original and decrypted images are zero
because the original and decrypted images are identical, resulting in zero pixel dif-
ferences. Since MSE appears in the denominator of the PSNR calculation formula,
a zero value for MSE leads to PSNR being infinite.

Images | Layer | PSNR(Original,Encrypted) | PSNR(Original,Decrypted)
Flamingo 8.5229
9.4251
8.6502
8.7208
7.6392
8.3032
9.5875
7.6436
7.6031
8.2847
8.2684
9.4805
8.9852
9.7724
8.2380
9.9852
10.2485
8.5585

Tree

Scenery

Satellite

Wash

View

888|838 8|888%I8A33EELS 33

TOQTJWOITOIETOINTQIEOD

TABLE 5. The PSNR analysis

4.8. Differential Attack. Differential cryptanalysis is a technique that enables
attackers to decrypt an image by comparing two encrypted versions of the images
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i.e., firstly, the image obtained by directly encrypting the original image and the
other by encrypting the image after making a slight modification to it.

4.8.1. Number of Pizels Change Rate (NPCR). The N.P.C.R. stands for the number
of pixels change rate, and it is determined as [8]:

1 qg—1p—1
NPCR = —— d(a,b) x 100%,
- ;;( ) ‘

where q & p are the width & height of the encrypted image, respectively. The
function d(a,b) is defined as:

_ [0, it Or(a,b) = Os(a,0)
d(av b) - {17 if Ol(a,b) ?é 02(a7 b) ’

where O is the encrypted image corresponding to the original image, and O is
the encrypted image corresponding to a slight change in the original image. If slight
changes in the original image lead to major changes in the encrypted images, the sys-
tem is robust against differential attacks. A higher N.P.C.R. implies a large change
in the pixel values during encryption, which generally implies stronger encryption [2].
It helps in evaluating the effectiveness and robustness of encryption algorithms, and
hackers might not be able to detect the small changes in pixel values, which could
be significant in certain applications. We change only one pixel value in the origi-
nal image to analyze the robustness of the authentication-based image encryption
scheme against differential attacks. Hence, O; is the encrypted image corresponding
to the original images, whereas O3 is the ciphered image obtained corresponding to a
single pixel change in the original image. The N.P.C.R. values (component-wise) for
all the test images are presented in Table 6. All the calculated N.P.C.R. values are
greater than 99.5%, assuring that the proposed scheme is anti-differential and has a
negligible probability for hackers to find the relationship between the original image
and the corresponding ciphered image. Hence, the proposed scheme is efficient and
fully secure against differential attacks.

) N.P.C.R test results (%)
Sample image Average
R G B

Flamingo 99.5972 99.5972 99.5972 | 99.5972
Tree 99.6231 99.6231 99.6231 | 99.6231
Scene 99.5850 99.5850 99.5850 | 99.5850
Satellite 99.6140 99.6140 99.6140 | 99.6140
Wash 99.6078 99.6078 99.6078 | 99.6078
View 99.6292 99.6292 99.6292 | 99.6292

TABLE 6. N.P.C.R Test Analysis
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4.8.2. Unified Average Changing Intensity (UACI). The UACI quantifies the mean
change in pixel intensity between corresponding pixels in the two encrypted images
[8]. It gives useful information on the efficiency and accuracy of encryption tech-
niques for securing digital images. Mathematically, the UACI is calculated as:

A b|
(4) UACI——ZZ — =,
a=0 b=0
where L is the maximum possible intensity of pixel value in the image. In the
above equation, P(;b and P, are the pixel values of the encrypted image P’ corre-
sponding to the original image and the encrypted image P corresponding to a slight
change in the original image. In terms of pixel intensity, a lower U.A.C.I value sug-
gests poorer encryption as it shows that both the encrypted picture P and P’ are
more similar to each other and provide a loophole for hackers. The quality of the
encrypted picture may be impacted by a higher U.A.C.I score, which denotes more
notable differences between encrypted images P and P’. As in Section 4.8.1, only a
slight change is made in the original image to analyze the N.P.C.R values. In Equa-
tion 4, P is the encrypted image corresponding to the original images, whereas P’ is
the ciphered image obtained corresponding to a single pixel change in the original
image. The U.A.C.I values (component-wise) for all the test images are presented
in Table 7. All the calculated U.A.C.I values are greater than 33%, which assures
that the slight change in the original image has made a significant difference and
hence, the proposed scheme is anti-differential.

Sample image U.A.C.IL test results (%) Average
R G B

Flamingo 33.5279 33.4928 33.4818 | 33.5008
Tree 33.3270 33.3158 33.2987 | 33.3138
Scene 33.4890 33.4711 33.5679 | 33.5093
Satellite 33.4985 33.5286 33.4748 | 33.5006
Wash 33.4940 33.4422 33.4586 | 33.4649
View 33.4987 33.4464 33.4530 | 33.4660

TABLE 7. U.A.C.I test analysis

4.9. The Entropy Analysis. The measurement of entropy is used to describe the
randomness in the texture of a picture [19]. Shannon entropy is computed by analyz-
ing the probability distribution of the pixel intensities present in the digital image.
For a grayscale image, with L (=256), the possible pixel intensities, entropy H is
calculated using the formula:

L-1
= pilogy(pi),
1=0
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where p; is the probability of occurrence of intensity level ¢ in the image. For color
images, entropy can be calculated for each color channel separately or for the image
as a whole. Measuring the amount of randomness present in the encrypted picture
is a common way to show how well the encryption method randomizes the image’s
actual information. An image with high entropy and close to 8 in its encryption is
more complex and less predictable, potentially increasing the difficulty for attackers
attempting to decipher the original content.

Images Original Encrypted
R G B R G B
Flamingo | 7.4537 | 7.1761 | 7.1691 | 7.9967 | 7.9969 | 7.9969
Tree 7.2104 | 7.4136 | 6.9207 | 7.9971 | 7.9973 | 7.9972
scenery | 7.2587 | 7.6143 | 7.1892 | 7.9976 | 7.9972 | 7.9971
Satellite | 7.5978 | 7.2823 | 6.8053 | 7.9973 | 7.9972 | 7.9972
Wash | 7.1582 | 7.1582 | 7.1974 | 7.9972 | 7.9971 | 7.9971
View 6.5585 | 7.0233 | 7.0233 | 7.9967 | 7.9973 | 7.9971

TABLE 8. Entropy analysis of different images

The above table shows the entropy of the original and the encrypted image corre-
sponding to their color components. As it represents that the entropy for both the
original and the encrypted images is near 8, which is substantially high, it implies
that the randomness in both images is well-maintained.

4.10. Noise Attack Analysis. Noise in digital images pertains to undesired fluc-
tuations in pixel values that can potentially deteriorate the overall quality of the
image [13]. Common types of noise include Gaussian noise, salt and pepper noise,
and speckle noise. Noise may distort an image’s quality and clarity, introduce in-
consistencies, and conceal minute details. Strategies for handling noise attacks:

(1) Preprocessing techniques: Noise reduction filters (e.g., Gaussian filter, me-
dian filter) can be used as preprocessing techniques to decrease or eliminate
the effects of noise before encryption.

(2) Robust encryption algorithms: Integrating noise-resistant features or proce-
dures into encryption algorithms to make them immune to noise attacks.
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20 % 40 %

60 %

FIGURE 9. Noise attack analysis with different percentage

For the proposed scheme, different noise attack analyses have been carried out
and results are presented in Figure 9. In the first image, the noise attack is 1%,
which shows less impact on the image compared to the other images. The noise
attack percentage varies from 1% to 60%, showing different impacts on each image.
The image change has been increasing proportionally with the increase in attack
percentage. 60% noise attack has the highest impact on the image. However, im-
ages are partially perceptible even in a larger presence of noise. Further, for the
quantitative analysis of the quality of the extracted/decrypted images affected by
noise, we calculated the PSNR between the original and the extracted images. The
obtained PSNR results are presented in Table 9. From this table, it is evident that
all the calculated PSNR values are greater than 10 dB, which demonstrates the
clarity of the extracted images.

TABLE 9. Quantitative analysis of noise attack

Noise intensity 1% 2% 10% 20% 40% 60%

Calculated PSNR (dB) | 28.6602 | 27.1206 | 21.2925 | 18.2156 | 15.0441 | 30.5496

4.11. Cropping Attack. Removing exterior portions of an image to enhance com-
position, concentrate on particular aspects, or frame is referred to as cropping [32].
A significant context or information from the original image may be lost during
cropping. One may frequently hide or modify important information in an image
using cropping techniques.
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50 x 50 100 x 100 150 x 150 256 x 50 78 x 78

50 x 256

15.0502 dB 17.9318 dB

21.3808 dB

FicUure 10. First row represents the crop attack on encrypted im-
ages whereas the second row represents the corresponding decrypted
images

Cropping attack analysis shows that even after losing some part of the image,
the rest of the figure can be rescued without any data loss. As in Figure 10, the
first row represents the different cropping attacks on 256x 256 encrypted image.
The second row shows the deciphered image of the cropped image, representing that
even after a brute force attack on any part of the image from different positions,
the data in the image can be restored, which makes the presented algorithm a
good encryption scheme. Further, for the quantitative analysis of the quality of the
extracted/decrypted images affected by cropping attack, we calculated the PSNR
between the original and the extracted images. The obtained PSNR are provided
in the caption of corresponding images in second row of Figure 10. From this,
it is evident that all the calculated PSNR, values are greater than 10 dB, which
demonstrates the clarity of the extracted images.

4.12. Computational efficiency analysis: complexity and encryption time.
The computational complexity analysis is important to implement a cipher scheme
in real-world applications. The proposed scheme’s computational complexity mainly
depends on the following phases: generation of a digital signature using the RSA
cryptosystem, confusion using Gingerbreadman map, diffusion using 2D-PSNCM
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and permutation using Baker’s map. The proposed scheme’s execution time for all
the RGB test images is demonstrated in Table 10. Where the encryption time is the
combined time taken by the proposed scheme for the both stages encryption and
digital signature generation. Computational complexity to implement the confusion
over throughout the whole pixels of a n x n image by utilizing the Gingerbreadman
map will be of order O(n?) because a chaotic sequence with n? elements is gener-
ated by the Gingerbreadman map during the confusion. Similarly computational
complexity for the diffusion using 2D-PSNCM will be of order O(n?). The next
phase is the permutation using Baker’s map; the set of all pixel values in the image
is partitioned, and the corresponding pixels are rearranged. Hence, the complex-
ity of scrambling using Baker’s map is of order O(n?). Further, during the digital
signature generation, a hash value or message digest of length ’k’ bits is generated,
and the computational complexity for the RSA digital signature will be of order
O(k?). Overall, the computational complexity for the proposed scheme is of order
O(3n2+k?). Since k is small as compared to n, the proposed scheme’s computational
complexity is approximated to O(k?).

TABLE 10. Proposed scheme’s execution time (in Seconds)

Images | Encryption time | Decryption time
(in seconds) (in seconds)

Flamingo 0.0791 0.0607
Tree 0.0778 0.0568
Scene 0.0816 0.0560
Satellite 0.0788 0.0545
Wash 0.0870 0.0541
View 0.0824 0.0565

4.13. Protection Against Hacking and Security Threats. The proposed ap-
proach protects against numerous hacking and security risks, including brute force,
side-channel, and selected plaintext attacks. This robustness is primarily due to
the usage of the SHA-256 hash function and the original image to generate the
initial values employed in the encryption process. Since the proposed approach is
plaintext-dependent, even a tiny change in the input plain image results in a com-
pletely different hash value, producing significant changes in the encrypted image.
This sensitivity to plaintext ensures the encrypted output is unpredictable, mak-
ing brute-force or chosen plaintext assaults infeasible. Furthermore, the multilayer
encryption structure and the different chaotic maps applied add an extra layer of
complexity, ensuring resilience against side-channel assaults.

4.14. Comparative analysis. This section extensively compares the proposed im-
age authentication and ciphering scheme with some already developed approaches.
The calculated results for the statistical protocols, including UACI, NPCR, entropy,
SSIM, MSE, encryption time and PSNR, are used for the comparison. Correspond-
ing results for the comparison are summarized in Table 11. The numerical sim-
ulation findings support the designed scheme’s effectiveness and resilience against
several current techniques.
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TABLE 11. Comparative assessment of the proposed framework with
existing techniques

Metrics | Enc time (s) | Entropy DC HC vC SSIM | NPCR | UACI
Ref. [12] 0.1300 7.9993 | -0.0037 | -0.0002 0.0006 - 99.7300 | 33.4500
Ref. [14] 3.0019 7.9968 | -0.00151 | 0.00144 | 0.00795 - 99.6246 | 30.5681
Ref.[5] 2.5824 7.9970 | -0.00132 | 0.002287 | -0.00160 - 99.6287 | 30.3432
Ref.[6] 2.6371 7.9987 | 0.000013 | 0.00175 | 0.000024 - 99.6254 | 30.5681
Ref.[36] 25.3344 7.9580 | 0.0001 -0.0020 0.0001 | 0.0106 | 99.5865 | 28.6372
Ref.[39] 0.4598 7.9914 | 0.000627 | -0.001627 | 0.000279 - 99.6060 | 33.4689
Ref. [43] - 7.9958 | 0.0049 0.0054 0.0045 - 99.6205 | 33.4526
Proposed 0.0811 7.9970 | 0.0030 0.0045 0.0039 | 0.0018 | 99.6093 | 33.4592

5. CONCLUSION

The article presents encryption scheme by maintaining the level of confusion and
diffusion using the Gingerbreadman map for confusion and the two-dimensional
piecewise smooth non-linear chaotic map for diffusion. The obtained image is fur-
ther confused by using Baker’s map with suitable number of repetition. The RSA
cryptosystem is used for the digital signature to verify the user’s authenticity. Hence,
the proposed scheme protects the image data from hackers as well as verify its au-
thenticity. The proposed algorithm is shown step by step along with the flow chart.
Then, the quality of the proposed work was tested by performing numerous tests,
which showed the following results. Firstly, the histogram results shown in Figure
7 imply that the graph of the encrypted images is uniform, ensuring high random-
ness in the encrypted images. The histogram of an encrypted image is uniformly
distributed, meaning that all gray levels in the image have nearly the same fre-
quency. This uniformity implies that all pixel values have an equal probability of
occurrence. Consequently, the encrypted image exhibits strong randomness, as the
absence of discernible patterns ensures resistance to statistical attacks. Their corre-
sponding Chi-square values are determined, and all Chi-square values are less than
the critical values, which proves the randomness. Secondly, the proposed scheme
has a high level of key sensitivity, which means that the process is highly sensitive
to the key used, i.e., the decryption will not occur even if there is a slight change
in the key at the time of decryption. Then, Table 3 shows that the original and
encrypted images are highly uncorrelated, which makes it difficult for the attacker
to find the relation between them. The mean square error (M.S.E.) for the original
and decrypted images is 0, implying that the image is decrypted successfully with-
out data loss. In contrast, their corresponding peak signal to noise ratio (P.S.N.R.)
is 0o. Differential attacks, including N.P.C.R. and U.A.C.I analysis in Table 6 and
Table 7. It shows that the difference between the encrypted image corresponding
to the original one and the encrypted image corresponding to the single pixel value
change in the original image are highly different. Figure 9 shows the variation of
noise attack, which increases with the increasing percentage of the attack. However,
extracted images are partially perceptible even in a larger presence of noise. Further,
Figure 10 shows that the image data can be restored efficiently even after applying
the cropping effects from different angles. Hence, the proposed authentication-based
image encryption scheme can resist the different types of statistical attacks.
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LIMITATIONS AND FUTURE WORK

While the proposed approach successfully integrates RSA digital signature and
multilayer chaotic encryption to secure both the confidentiality and authenticity
of secret images, certain limitations remain. The computational cost/complexity
or time complexity of RSA and multilayer chaotic encryption may pose issues for
resource-constrained devices. Our further research could focus on refining the system
for lightweight devices, extending it to video encryption, and enhancing resistance
to modern cryptanalytic attacks while maintaining efficiency.
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